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Abstract | W e describ e a cryptographic metho d for a group
of users to electronically share information in an anon ymous,
yet authen ticated way. Ho wever, anon ymous comm unica-
tions op en the do or for undetectable system abuse. This
can b e dealt with by using rev ocable anon ymit y features,
but that ma y b e unacceptable for comp etitiv e comm unicat-
ing parties since it could rev eal their iden tit y. W e emplo y
a m ulti-lev el comm unication structure that mitigates sys-
tem abuse by allo wing message rev ocation, yet retains true
anon ymit y at the highest lev el.

I. Intr oduction

W E describe a cryptographic method for electronically
sharing information in an anonymous, yet authenti-

catedway. The setting is a group of userswho wish to share
information for commonbene¯t, but the userswish to keep
their identit y separatefrom the data they contribute. Fur-
thermore, they may require that the data received is given
by an authorized user only and that the communications
be kept private. One example would be a group of users
(perhapsbusinesssystemadministrators) who wish to com-
pile a databaseon experienceswith computer attacks. The
databasewould be a valuable sourceto all, neverthelessa
businessowner who relates such an experiencemay want
their identit y anonymous. Furthermore, it would be im-
portant that only authorized userscontribute information
since a malicious user could submit bad information that
could lead to a computer attack rather than prevent one.

First, we consider the anonymit y of the data. To create
an anonymous message,one can simply type a letter and
leave out identifying information. However, hints to the
identit y of the author may be found in the messagecontent;
therefore, attention must ¯rst be paid to ensure that the
content cannot identify the author. Sendingan anonymous
messagecan be assimple assendingthe anonymousnote in
an envelope with no return address. An electronic analog
may be to send an unsigned e-mail messageand strip the
identifying information from the e-mail header. There are,
however, further considerations: for example, a postmark
can identify the generallocation from which the letter was
sent and there must be an addressfor the recipient. In an
electronic transmission, it may be possible to observe the
network tra±c. Even if the messageitself hasno identifying
information, if someonecould observe the path of the data,
then there is no anonymit y. Therefore, any system that
hopes to keep its users truly anonymous must provide a

method to ensure the anonymit y of the author's identit y
as well as the anonymit y of the electronic communication
path.

Next, we look at the issueof authentication. If a system
provides true anonymit y, then there is also the opportu-
nit y to sendfalsemessageswithout consequence.In situa-
tions whereaction is taken on the basisof messagecontent,
falsemessagescould causeundue panic and be very costly.
Thus, messagesmust also be authenticated to ensurethey
come from an authorized user and that the messagehas
not beencorrupted since it left the source. This authenti-
cation to others can be done anonymously. One concern,
however, is that even if messagesare authenticated, there
still may be systemabuseby an authentic user: if messages
can't be traced then an malicious insider can't be detected.
One malicious insider could ruin the system.

These considerations lead us to some design goals for
authenticated, anonymous communications: anonymit y of
the messageauthor, anonymous communication paths, au-
thentication of the source,integrit y of the data, and protec-
tion against systemabuseby insiders. Our designmeetsall
of thesegoalsand, in addition, provides for privacy during
communication.

In Section I I, we give somebackground and designmo-
tivation. In Section I I I we describe the protocols we will
be using and we bring them together to complete the de-
sign description in Section IV. In Section V we describe a
modi¯cation and ¯nally in Section VI we give someappli-
cations.

I I. Cr yptographic Solutions and previous work

In the following subsections we analyze some crypto-
graphic methods for achieving our system goals. We look
at previous work to help us identify some important is-
suesand we examine the bene¯ts and drawbacks of these
schemesto help develop our design.

A. Uniformizing MessageContent

Ensuring that the content of a messagedoes not give
clues to the author is a non-cryptographic problem. To
create an anonymous message,one could simply avoid in-
cluding identifying information in the messageand leave
the messageunsigned. There may, however, be other clues
within the messageto identify the writer such as wording,
spelling and grammar errors, or choiceof typewritten font.
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Environmental issuessuch asgroup make up, sizeof group,
and how well participants know each other may also be
factors to consider. If the membersdon't know each other,
getting rid of slang or spelling errors may not be much of
an issue. However, it should be kept in mind that if some
user is in the habit of using any sort of unique style, then
this may be noticeableand while this may not identify the
author per se, if multiple messagescontain this common
style, it may be assumed(correctly or not) that the mes-
sagesare by the sameauthor. Articles [7] and [5] discuss
these issuesin more detail. Here we concentrate on the
other designgoals that can be achieved cryptographically.

B. Anonymity and Authentication

In an anonymous environment the senderof a message
is unidenti¯able. If the usersare supposedto be members
of a distinguished group, then authentication is necessary
to avoid useby non-members. It is also important to guar-
antee that a messagehasnot beenaltered sinceit wassent
by an authorized source.

One way to provide authentication is to have all the
group members share a common piece of information.
Showing knowledge of the information proves valid group
membership. For example,the userscould sharea symmet-
ric encryption/decryption key. When a member wished to
senda messageto another member, the member would use
the key to encrypt the message. The encrypted message
would be sent to another group member and if that per-
son could decrypt the messageusing the shared key, then
the receiver would be sure that a valid group member had
sent it. Furthermore, the senderof the messagewould be
assuredthat only a valid group member would be able to
decrypt the message.This schemepreservesanonymit y: as
long as all group members usethe samekey, no one knows
which member encrypted the message.Furthermore it pro-
videsdata integrit y sinceif a messagehasbeenaltered since
it was sent, it will not decrypt properly.

Although this scheme is simple, there are drawbacks.
Group members would have to be trusted not to give the
shared secret away to non-group members. If this hap-
pened,neither the bad group member nor the unauthorized
userwho illegitimately obtained the key could be identi¯ed.
The key would have to be updated whenever a group mem-
ber left or if the key weresuspectedof being compromised.
The question of key distribution and update can be a seri-
ousproblem if the group membership is very dynamic or if
there is concernof key compromise.

There are several di®erent types of authentication
schemesthat can preserve anonymit y and addressmore of
the issuesraised above. For example, [14] usespublic key
cryptography to construct veri¯able commonsecretencod-
ing to prove group membership. In their scheme,dynamic
group membership is not an issue. One-time certi¯cates
or zero-knowledge proofs are other common methods (see

[4] or [11]). However, theseschemesare more complicated
than the shared encryption key scheme and the latter in-
volve group interaction.

As we will describe in section I I I-C.3, we usethe simple
method involving encryption usinga sharedencryption key,
but instead of just having one key, we have a unique key
generation protocol that makes key compromise di±cult
and key update easy.

C. Anonymity Revocation

In situations where true anonymit y exists, the sourceof
information is completely untraceable. This may causeun-
desirable situations; for example, troublemakers, insiders,
and criminals can act without fear of detection. Instead of
true anonymit y, revocable anonymit y may be preferable.
In systemsproviding revocableanonymit y, anonymit y is in
placeunlessa speci¯ed event (e.g. court order) demandsit
be revoked and the identit y of the o®enderrevealed. Key
escrow is a common mechanism used to provide revoca-
ble anonymit y. [2] describesan interactive zero-knowledge
schemewhich supports identit y escrow and key revocation
(without having to issuenew keys). The interactive com-
munication required is logarithmic in the number of users.
The system also provides unlinkabilt y and allows usersto
be categorizedinto groups/subsets.

Revocableanonymit y mitigates abusesby insiders in the
system,but at a cost of con¯dence in true anonymit y. The
decisionof whether or not to revoke anonymit y dependson
the situation. For example, within a company, employees
may desireanonymit y when communicating electronically,
but the company may have the right to revoke anonymit y if
wrongdoing is suspected. On the other hand, if a commu-
nit y of competitiv e companiesis contributing information
to a joint venture, they may want their communications to
be strictly anonymous with no possibility of revocation in
order to protect proprietary information. Hence, instead
of revocation of anonymit y we will give a protocol that en-
ables anonymous messagerevocation (section I I I-D.2). A
bad messagecan be revoked, but there is no chance that
the identit y of the sendercan be revealed.

D. AnonymousCommunications

Even if the usersemploy somemethod to authenticate
their messagesto each other anonymously, if others are
able to view the network communications it may be clear
who the communicating parties were and the anonymit y
controls would be ine®ective. Providing anonymous com-
munications hasbeenstudied in detail and we just mention
someof the methods here. SeeChaum [3] for one of the
¯rst discussionson the topic.

There are several di®erent mechanismsusedtoday to at-
tempt to thwart tra±c analysis. The simplest is called a
Type 0 remailer. The Type 0 remailer simply strips iden-
tifying headerso®the e-mail and forwards the messageto
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the intended recipient. The originator's IP addressis not
revealedto the recipient sinceit is sent through an interme-
diate server, however this doesnot protect against someone
who can observe the communication from the senderto the
remailer server. Building on the Type 0 remailer is a Type
1 remailer. Here the e-mail messageconsistsof a nestedset
of encrypted messages(similar to an onion structure) and
is sent through a path of specializedre-encrypting routers
called mixes. Mixes will only forward a messageafter re-
ceiving N messages(to defeat messagetracking). Type 1
remailersare subject to spamattacks, sometra±c analysis
and replay attacks. A Type 2 remailer, sometimescalled
a mixmaster, is similar to a Type 1, but prevents tra±c
analysis and replay, by using padding, delay and reorder-
ing. There are several variants on these types of systems
including several commercially available products.

Several web sites o®ersimple "anonymizing" email for-
warding, with header removal and/or anonymous name
substitution. Someo®eranonymous web sur¯ng. Typical
sites o®era basic servicefor free, and upgraded servicefor
a fee. Others are supported by advertising, or are simply
operated as a public service.

The Cypherpunks have a mixmaster (t ype 2) remailer
network with about twenty nodes. The software is available
for free download, including sourcecode (for the paranoid,
but what's the point if you're not?). Forwarding latency
(per hop) rangesfrom a few minutes to hours. Several sites
post hourly latency statistics.

I I I. Pr otocols

There are several ways to authenticate anonymous com-
munications. The protocols useddepend on the needsand
attributes of the systemmodel. Our designinvolvesproto-
cols built on ideasfrom Section I I, yet is relatively simple,
secure,°exible, and minimizes key update problems if the
group membership is dynamic. Furthermore, group inter-
action is not required. We ¯rst describe our model, then
the protocols.

A. The Model

In our model, we assumethat a speci¯ed group of users
wish to communicate. The users may communicate by
posting information on some common electronic bulletin
board, or by sending each other e-mail or by building a
shareddatabaseto collect the data. In any case,the users
sendthe information electronically to somecentral location
which either storesthe information or re-distributes it. We
¯rst assumethat this central location is trusted and later
explain how to avoid this assumption if there is no point of
trust in the system.

It may be that individual userswho communicate among
themselves wish to have this authenticated, anonymous
communication capability. We broaden our view to allow
for each "user" to be an entire group (e.g. a business). A

group may have multiple users at a site, yet wish to be
identi¯ed as a single entit y. We de¯ne a collection of users
identi¯ed asa singleentit y to be a domain. A domain may
also be a single user. We de¯ne domain-to-domain com-
munications to be the communications between domains.
Our protocols provide strictly anonymous, authenticated
communications betweenthe domains.

If a domain consists of multiple users (e.g. a com-
pany with several employeesusing the software) then we
recognize that the communications that must be anony-
mous to other domains may not need to be anonymous
to others within the same domain. (Certainly a busi-
nessexpects control over the communications of its em-
ployees.) Hencebesidesdescribingdomain-to-domain com-
munications, we also de¯ne intr a-domain communications.
The intra-domain communications are authenticated, but
give the option for anonymit y, revocable anonymit y or no
anonymit y. This two-level structure is what gives us the
capability to revoke messagesanonymously at the domain-
to-domain communication level. A high level description
of the model is given in Figure 1.
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B. PKI Assumptions

We assumethat someform of a Public Key Infrastruc-
ture (PKI) is in place (a full description of a PKI is out
of scope for this paper). In particular, each domain is
equipped with a public/priv ate key pair. Sinceany domain
hasaccessto another domain's public key, this allows mes-
sagesto be sent to any speci¯c domain securely. We will
use this fact later. In what follows we will mention use
of hash algorithms and encryption algorithms. Although
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the choiceof algorithms are independent of this design,we
recommendusing a hash algorithm such as SHA and the
new advancedencryption standard, Rijndael, with 128-bit
key for encryption.

C. Domain-to-Domain Communications

We ¯rst describe communications between domains.
When any user in a domain wishesto senda message,the
following stepsare followed.

C.1 Uniformizing messagecontent

In order to maintain anonymit y, all identifying informa-
tion must be removed from the messageincluding signature
¯les, personal referencesand any author identifying mes-
sagecontent. The messageshould thereforebe run through
somesort of pre-processingeditor to remove such informa-
tion. For the actual implementation, the speci¯c function-
alit y needed here will depend upon the make-up of the
group. SeeSection I I-A for more details.

C.2 Anonymize the communication route

All communications will besent electronically to the cen-
tral site. Even though all identifying information has been
removed from the message,an observer of the network may
trace the path of the messagefrom the sendingdomain to
the central location, e®ectively removing the anonymit y.
We touched on this topic in Section I I-D and [6] gives a
nice survey of currently available methods. When making
a choice, one should consider how much delay in delivery
is acceptableand the plausibilit y of various attacks given
likely adversaries. For this design, we suggest use of a
mixmaster like object called an "onion router" to process
the messages. The onion router removes e-mail headers
and other identifying information that is addedon for elec-
tronic routing purposes, creates anonymous communica-
tion routes, and provides measuresagainst tra±c analysis.
See[16] for more details. One reasonfor our choosing to
implement an onion-router is the anonymousreply capabil-
it y: whena messageis sent, a "reply onion" canbe included
that allows the receiver to senda reply back to the sender
(even though the senderis anonymous).

Although the choice can vary depending on expected
level of tra±c analysis by adversaries, we require that
whichever method is chosenprovides an anonymous return
reply capability. Weassumethat each domain hasan onion
router on site through which all of its messagespass ini-
tially . The onion router may or may not log the message
(seeSectionI I I-D), but we do assumethat when a message
passesthrough the domain onion router, it appendsto the
messagea one-time randomly generated128-bit reply key,
RK , logs a copy of RK at the domain, and then encrypts
the messageand RK with the public key of the intended
receiver. This ensuresthat only the recipient can read the

messageand also will aid in the messagerevocation proce-
dure described later.

C.3 Anonymously authenticating the message

Wechoseto implement a form of authentication that uses
symmetric keys for encryption/decryption authentication.
As mentioned above, one drawback to this is the problem
of using one key. Instead of a single encryption key or
even a set of encryption keys, we developed a protocol for
generating a valid encryption key. In order to do so, the
user must have a physical object (a CD) as well as special
knowledge of a token that changes frequently . When a
messageis sent, it is encrypted with a key generated in
this way and the messageis acceptedas valid if it can be
decrypted properly. Again, for now we assumethat the
system has a trusted central location.

Proto col: Setup and Up date
Output: Random Number CD.

1. The central location generatesa Compact Disk (CD)
with (at least) 20,000randomly chosen256-bit numbers.
2. Each legitimate user is given a copy of the Random
Number CD.
3. The Hash value of the contents of the CD are published
in somemutually agreedupon location, for example in a
newspaper.
4. Each user computes the Hash value of the contents of
their CD and comparesit to the published Hash value.
5. The user acceptsthe CD if and only if the Hash values
match.

Proto col: Daily Token Generation and Veri¯cation
Output: Daily Token.

1. Oncedaily the trusted central location generatesa "cen-
ter token", T. A center token is a randomly generatednum-
ber - much like a password for the day. T is a randomly
chosen128-bit number.
2. The daily center token, T, is encrypted using the public
keys of each domain and sent to each domain:
(a) Let the public key for domain i be denoted K i and

denote by E(K i ; m) the messagem encrypted with pub-
lic key algorithm E and key K i ; for example E = RSA
encryption.
(b) Form M i = E(K i ; T) for each domain i .
(c) Sendthe message(M 1; :::; M n ) to each domain.
(d) Publish the value of the Hash of (M 1; :::; M n ) in some

public location.
3. Upon receipt of the daily center token, T, each domain
checks that it received the sametoken as every other do-
main:
(a) Each Domain i decrypts M i using their public key.

Call the result T 0.
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(b) Each Domain checks that the Hash of (M 1; :::; M n )
matchesthe published Hash value. (step 2d above)
(c) For all k 6= j , Domain i checks to seeif E (K j ; T0) =

M j . If this checks for all j , then Domain i acceptsT 0 as
the daily token T.

The Random Number CD and the daily token are the
input into the key generation protocol. In order to ensure
anonymit y, each domain must be certain that they are all
using the sameinputs. Veri¯cation that all domains have
the sameCD is carried out in steps3, 4, and 5 of protocol
Setup and Update. Since a Hash algorithm is essentially
a one-way function, the Hash of the CD can be published
in some public location. The Hash value will not reveal
any information about the content of the CD. Hence the
information on the CD remains secret yet the users can
con¯dently verify they all have the same CD. The proof
that each domain receives the samedaily token from the
center is carried out in step 3 of the Daily token generation
and veri¯cation protocol.

This model assumesthat the center is a trusted authorit y
and in particular can be trusted to generate the center
token. If that is not the case,then the group of userscan
generate the token in a distributed manner as referenced
in Section V.

Proto col: Key Generation and Encryption
Input: Message,date, Daily Token, Random Number
CD.
Output: Encrypted messagē le, ENC-MSG.
1. Generatean encryption key:
(a) Insert the Random Number CD.
(b) DONE=F ALSE
(c) Repeat until DONE
i. Generatea random number, r between1 and N (where

there are N random numbers on the CD).
ii. Read in the r -th random number on the CD, nr .
iii. Compute h1 = H ash(nr ) and h2 = H ash(T) (where

T is the daily token)
iv. If the last ten bits of h1 equal the last ten bits of h2,

then DONE=TR UE.
(d) The encryption key for this message is K =

H ash(Tjjnr jjT).
2. Encrypt the message:E(K ; message) Here E is a sym-
metric key encryption algorithm such as Rijndael.
3. Create a ¯le, ENC-MSG, containing the encrypted mes-
sage,E(K ; message), the index of the random number used
in step 1c, r , and the date.

The ¯le ENC-MSG must contain the index of the ran-
dom number used in step 1c and the date so the recipient
can reconstruct the key usedfor encryption in order to de-
crypt. Recall from section I I I-C.2 that when the message
is sent through the onion router, a one-time random key
is appendedto the messageand then the entire messageis
encrypted with the public key of the recipient.

Requiring both the possessionof the CD and the knowl-
edgeof a daily token sent only to the valid usersminimizes
the risk of key compromise. A stolen CD is no good to the
thief unlessthey also have accessto the daily token. Up-
dating the token daily is just a suggestion;the token can
be updated asfrequently (or infrequently) asdesiredto en-
sure that only valid usershave accessto the correct center
token. To mitigate the possibility of someonestealing a
CD, there can be policies in place to require physical con-
trol of the CD. This may be acceptable if these incidents
are not too frequent and would help detect a stolen CD
which would alert usersto a potential problem. Note that
it is not possiblefor someoneto generatea valid key with
just knowledgeof a few of the keys on the CD: if someone
copiesdown someof the random numbers o® the CD (to
avoid detection of a stolen CD), the odds are extremely
unlikely that those numbers will be valid numbers for the
day's token (step 1c of the Key Generation and Encryption
protocol). So even if a personknows someof the keysand
the token, the probabilit y is very small that they would be
able to generate a valid encryption key. We should note
however that the condition required in step 1c of the Key
Generation and Encryption protocol is not too restrictiv e
for someonein possessionof the CD: if the CD contains
20; 000 values, then on average20 of the numbers on the
CD will passthe test in step 1c. Thesestrategiesminimize
the need to update the CD when usersleave and so mini-
mizeskey management problems if the group membership
is changing.

Finally we note that the message encryption also
achieves the design goal of ensuring data integrit y (a cor-
rupted messagewill not decrypt) and provides for privacy
during communication.

Proto col: Decryption and Authen tication
Input: Encrypted messagē le, ENC-MSG, Random
number CD, Daily Token.
Output: Either decrypted messageor invalid message
warning.
1. Upon receipt of the ¯le, ENC-MSG, read in the date,
the index, r , and the encrypted messageM.
2. Let T be the daily token corresponding to the date.
3. Let n be the r -th random number from the CD.
4. Let h1 = H ash(n) and h2 = H ash(T)
5. If the last ten bits of h1 DO NOT equal the last ten bits
of h2 then reject the messageas invalid.
6. Otherwise, Let K = H ash(Tjjnr jjT).
7. If D (K ; M ) is an intelligible messagethen accept the
messageas valid. Here D is the decryption algorithm cor-
responding to the encryption algorithm used in step 2 of
the Key Generation and Encryption protocol.

D. Intr a-Domain Communications

Within each domain there may be multiple usersand the
need for anonymit y not as rigorous. For example, an em-
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ployeeusually doesnot expect to have strictly anonymous
communications and in fact the company usually prefers
to monitor their workers. Hence, we allow our communi-
cations within the domain to be more °exible: they may
be open (authenticated, but not anonymous); anonymous
with revocable anonymit y features (where the identit y of
the malicious user can be learned); or strictly anonymous
as described above. This givesour designgreat °exibilit y.
We should point out that each domain can selectdi®erent
communication rules for within their domain.

D.1 Domain Committees

We assumethat we can form a trusted committee from
among the usersin a domain. This is natural in a setting
where the domain consists of a group of users belonging
to the samebusiness. For example, the committee could
consist of the Vice Presidents or some trusted members
who serve as a review and approval board, etc.

D.2 Anonymous MessageRevocation

With the Domain Committees in place, we are ready to
describe the anonymous messagerevocation protocol. It is
enabledvia a "revocation token" that the central location
sendsback to the domain committee when a messageis
received. This is possiblesincean anonymous return reply
is included in the message.

Proto col: Anon ymous Message Rev ocation
1. When the central location receives a message,it has
beenencrypted with its public key. The central domain de-
crypts the messageand learns the content of the ¯le ENC-
MSG (see step 3 of the Key Generation and Encryption
protocol) as well as a one-time random 128-bit encryption
reply key, RK (seeSection I I I-C.2),
2. The central location runs the Decryption and Authen-
tication protocol on the ENC-MSG ¯le. If the decryption
is not successful,the messageis rejected and the protocol
terminates.
3. The center generatesa random 128-bit revocation token.
4. The center encrypts the token and a copy of the message
using the reply key, RK , and sendsit back to the message
originator in the return reply envelope that camewith the
message.
5. When a domain receivesthe reply, it sendsa copy of the
messageto every member of the domain committee.
6. The committee retrieves a copy of the reply key, RK ,
from the domain onion-router and decrypts the message.
7. The domain committee decidesif the messageis legiti-
mate. If so, it doesnothing, if not, it sendsthe revocation
token back to the central location.
8. If the revocation token is sent back, the central location
marks the messageas revoked.

How the domain committee decideswhich messagesto
revoke and what the central location doeswith the revoked

messageis a policy matter to be determined by the users
beforehand. For example, the messagecould be revoked
simply upon majorit y vote by the domain committee and
when a center learns a messagehas beenrevoked, it could
simply °ag the messageor it could remove it from the
databaseand/or sendnoti¯cation of the revocation to the
other domains. The practice of having a committee review
an important document for approval is not uncommonand
sowebelieve this procedureis rather natural in the settings
we envision. It is important to note that at no time does
the center learn the identit y of the domain that originated
the message.

Within the domain, the level of anonymit y can vary. We
describe three options next.

D.3 Intra-domain communications with strict anonymit y

If the userswish to maintain anonymit y within the do-
main, the above protocolsare carried out with no modi¯ca-
tion. If a domain committee decidesa messageis bad, they
can revoke it using the revocation token, but they have no
way to learn the identit y of the sender within their do-
main. If this is not desirable,we recommendthe following
two alternativ es.

D.4 Intra-domain communications without anonymit y

In this scenario the users will not have anonymit y be-
tween userswithin their domain. When the user sendsa
messagehe follows the steps in Section I I I-C . However,
before the messageis sent the domain onion router logs a
copy of the messagealong with the identit y of the sender.
At any time any user in the domain can check and seewho
sent which messages.In particular, when the domain com-
mittee receives notice that a messagehas been sent from
their domain, they can check the log at their onion router,
¯nd out who sent the message,and take appropriate action
if the messageturns out to be bad.

D.5 Intra-domain communications with revocableanonymit y

In this scenario the users will have anonymit y unless
there is concrete suspicion of abuse. We assume that
the domain is equipped with a public-private key pair,
wherethe private key is split amongthe domain-authorized
committee members. Alternativ ely, the domain-committee
may employ a threshold schemeto share the key (seeSec-
tion V). This means that something that has been en-
crypted with the domain public key can only be decrypted
if all of the committee membersget together to reconstruct
the private key. As before a user sends a messagefol-
lowing the protocols in Section I I I-C. In this case, the
messageheader (before it is sent) includes an identi¯er of
the machine that sent the original message. This identi-
¯er is randomly paddedand encrypted with the public key
of the domain and appended to the message. Note that
the anonymit y of the messageis still retained becauseonly
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the sendingdomain has the corresponding private key that
could decrypt the identi¯er. The messageand identi¯ers
are not logged. All identi¯ers are then removed and the
messageis sent. If, upon receipt of the return reply mes-
sageand revocation token, the domain committee members
agreethe messageis invalid, the private-key of the domain
may be reconstructed and used to decrypt the identi¯er
that wasappendedto the message.They can then identify
the domain user who sent the false messageand appropri-
ate action can be taken.

IV. Anonymous, Authentica ted Communica tions

The protocols in the last section ¯t together to provide
a complete description of our anonymous, authentication
communications design.

A. Initialization and SystemUpdate

1. When the systemis ¯rst initialized, or whenever a com-
promise is detected,or systemrefreshdesired,the protocol
Setup and Update should be carried out.
2. Once daily, the protocol Daily Token Generation and
Veri¯cation should be carried out.

B. Sendinga message

When a user wishesto senda message,M , the following
stepsare carried out:
1. M is processedto eliminate clues of the author as de-
scribed in Section I I I-C.1
2. M is encrypted using the protocol Key Generation and
Encryption which producesthe ¯le ENC-MSG
3. The ¯le ENC-MSG together with the return reply en-
velope and the reply key, RK , is sent via the onion-router
to the central location (Section I I I-C.2). The domain pre-
paresand logsthe outgoing messagedepending on the type
of communication desired in the domain (Section I I I-D.3,
Section I I I-D.4, or Section I I I-D.5).
4. Upon receipt at the central location, the protocol De-
cryption and Authentication is carried out. If the message
is determined to be invalid, it is rejected and the process
stops.
5. The central location carriesout the protocol Anonymous
MessageRevocation.
6. If the domain committees revoked the message,they
may decide to investigate the identit y of the user within
their domain depending on their chosen communication
scheme (Section I I I-D.3, Section I I I-D.4, or Section I I I-
D.5).

C. Retrieving information

Our protocolsdescribe a method for sendinginformation
to a common location. How the information is dissemi-
nated is another issue. We assumethat all valid usershave
accessto the information. Hencethe central location can
just redistribute the information to each domain encrypted

with the public key of the domain. Alternativ ely, the users
can follow the above procedures,sending the messagesto
each other insteadof the central location. This is addressed
brie°y in the next section.

V. No-tr usted authority model

The trusted central authorit y in our model is really only
needed for secure token generation and distribution. If
their is no trust in the systemthe token generation can be
done by the users themselves using a distributed, thresh-
old secret sharing method (see, for example, [P91]). In a
threshold secret sharing scheme, the userscan even toler-
ate malicious players up to a threshold number, hencethis
will work even if the usersdon't trust each other or if some
of the usersare unavailable during the protocol.

Finally, if the token generation is done this way, we can
get rid of the central location all together and just have
communications betweendomains. The encrypted message
is sent to a particular domain instead of the central loca-
tion and the messagecan be decrypted right at the domain
to check for authentication. The receiving domain then
carries out the Anonymous MessageRevocation protocol
and sendsout the revocation token. The receiving domain
knows to revoke the messageif the revocation token is re-
turned.

VI. Applica tions

The abilit y to electronically share information in an
anonymous, yet authenticated way has several important
applications. The initial motivation for this research was
Presidential Directiv e 63which de¯ned a schemewherepri-
vate industry would send important information to a cen-
tral organization which would forward the information to
a federal organization. The participants neededa way to
provide information without revealing their own identit y
or compromising their proprietary property. The schemes
described in this paper havebeendevelopedwith thesecon-
siderations in mind. Another application that has become
evident is the act of electronic voting. The needto authen-
ticate the voter while maintaining the voter's anonymit y is
essential. At the core of these applications is the transfer
of information. A ¯rst exampleis the abilit y to provide au-
thenticated data to a database,yet maintain the anonymit y
of the owner, or sender,of the data. In applications where
a databasehas multiple contributers, each of which must
maintain con¯dentialit y, anonymousauthentication is a ca-
pabilit y that can satisfy theserequirements.
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